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WHAT IS ACTIVE DIRECTORY AND ITS BENEFITS 

Active Directory Domain Services and its related services form the foundation for 
enterprise networks running Microsoft Windows as , together, they act as tools to store 
information about the identities of users, computers, and services; for example to 
authenticate a user or computer, and to provide a mechanism with which the user or 
computer can access a resource in the enterprise. 

 

In Windows Server 2008 Active Directory, Active Directory is made up of 5 services. 

 Active Directory Domain Services (AD DS) 

 Active Directory Lightweight Directory Services (AD LDS) 

 Active Directory Certificate Services (AD CS) 

 Active Directory Rights Management Services(AD RMS) 

 Active Directory Federation Services( AD FS) 

 

Basically without Active Directory we really don't have any structure to our network. So I 
suppose the overall underlying benefit of Active Directory is to give structure to our 
network. 
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ACTIVE DIRECTORY AND ITS BENEFITS 

Benefits of Active directory 

 

 Centralized Management 

 Single Sign on 

 Simplified Access to resources 

 Stronger Security 

 Standardized Administration 

 Simplified Deployment 

 

There are so many, I am only mentioning a few. 
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ACTIVE DIRECTORY DATABASE 

The Active Directory Database is divided into many different partitions: 

 Schema 

 Configuration 

 Domain 

 DNS( Application Partition) 

 Global Catalog (PAS) 

 

Schema and Configuration - these partitions are absolute partitions. What that mean is that every single Active 

Directory Database is going to have a Schema. Schema is the Definition of all the objects within the Active 

Directory Database. 

The Configuration is to show the overall Structure of the Active Directory Database. 

Next is the domain partition where it may contain a number of partitions depending upon the number of 

Domains. 

Next is DNS Partition which is a partition reserved for applications such as Active Directory Integrated DNS. It 

is to contain DNS Specific information in that partition. 

Global Catalog or sometime referred as Partial Attribute Set is a subset of all the objects residing in Active 

Directory. Everything that is inside this Global Catalog Partition it is also inside the Domain Partition.  
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ACTIVE DIRECTORY COMPONENTS 

 

 DOMAIN 

 TREE 

 FOREST 

 ORGANIZATIONAL UNIT 

 DOMAIN CONTROLLER 

 SITE  

 SCHEMA 

 GLOBAL CATALOG 
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ACTIVE DIRECTORY COMPONENTS 

DOMAIN 

A Domain is a core Administrative unit of Active Directory from where 

things can be stored and from where things can be managed. 

 Sometimes it is referred as a Security Boundary. 

 A domain is a unit of replication.  
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ACTIVE DIRECTORY COMPONENTS 

TREE 

A TREE is made up of one or more domains that share the same 

contiguous DNS namespace. 
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ACTIVE DIRECTORY COMPONENTS 

FOREST 

 A Forest is one or more trees making up a single instance of Active 

Directory. 

 A forest is considered to be a security and replication boundary. 

But it is needed to be remembered that it is not the entire active directory or 

every single domain inside must not reside in a forest. But in many 

organization every domain may reside in a forest only. 
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ACTIVE DIRECTORY COMPONENTS 

ORGANIZATION UNIT 

 

 Everything in Active Directory is an object. 

 An Organizational Unit is a container for these objects. 

 

In Addition to OUs, there are also built in Containers 

OUs serve three main purposes. 

 

  Keep Objects organized 

  Delegate Administrative Permissions 

  Manage Group Policy Application 
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ACTIVE DIRECTORY COMPONENTS 

DOMAIN CONTROLLER 

A Domain Controller is a server which has the AD DS role installed and hosts 

the active directory database. 
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ACTIVE DIRECTORY COMPONENTS 

SITE 

A Site is a Active Directory object that represents a well connected portion of the 

network. 

It is very important in respect to replication. 
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ACTIVE DIRECTORY COMPONENTS 

SCHEMA 

A schema defines all the objects and attributes that active directory uses to 

store data. 

Application such as Exchange server can modify the AD schema. 

But you should not go mess around with schema just like that. If it becomes 

corrupt your active directory infrastructure ceases to exist. 
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ACTIVE DIRECTORY COMPONENTS 

GLOBAL CATALOG 

• A Global Catalog is a partial attribute set of every object within the Active 

Directory Forest. 

• It is used as an index for locating objects. 
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ACTIVE DIRECTORY COMPONENTS 

Trust Relationship is what allows users from one domain to access 

resources in another domain. 

All domains within a forest trust each other by default. 

Additional trust relationship can be manually created for domains external to 

the forest. 



What is DNS 

The DNS translates Internet domain and host names to IP addresses. DNS 

automatically converts the names we type in our Web browser address bar to 

the IP addresses of Web servers hosting those sites. 

DNS implements a distributed database to store this name and address 

information for all public hosts on the Internet. DNS assumes IP addresses 

do not change (are statically assigned rather than dynamically assigned). 

 

Domain Name Servers (DNS) are the 

Internet's equivalent of a phone book. 

They maintain a directory of domain 

names and translate them to Internet 

Protocol (IP) addresses. This is 
necessary because, although domain 

names are easy for people to remember, 

computers or machines, access 

websites based on IP addresses. 

 



ROLE OF DNS IN ACTIVE DIRECTORY 

 DNS is required for support of AD DS. If you install the Active Directory 

Domain Services role on a server, you can automatically install and configure 
a DNS server. 

 DNS zones can be stored in the domain or application directory partitions of 

AD DS. 
 Stub zones  

DNS running on Windows Server 2008 supports a zone type called a stub 
zone. A stub zone is a copy of a zone that contains only the resource records 
that are necessary to identify the authoritative DNS servers for that zone. A 

stub zone keeps a DNS server hosting a parent zone aware of the 
authoritative DNS servers for its child zone. This helps maintain DNS name-

resolution efficiency. 
 Improved ease of administration  

The DNS snap-in in Microsoft Management Console (MMC) offers a graphical 

user interface (GUI) for managing the DNS Server service. Also, there are 
several configuration wizards for performing common server administration 

tasks. In addition to the DNS console, other tools are provided to help you 
better manage and support DNS servers and clients on your network. 

 Support for incremental zone transfer between servers  

 
Zone transfers replicate information about a portion of the DNS namespace 

among DNS servers. Incremental zone transfers replicate only the changed 
portions of a zone, which conserves network bandwidth. 
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ADDING OBJECTS IN ACTIVE DERECTORY - DSADD 

CREATING BATCH FILE TO ADD USERS IN ACTIVE DIRECTORY) 

EXAMPLES OF DSADD COMMAND 

 

ADDING OBJECTS IN ACTIVE DERECTORY - DSADD 

 

Syntax 

   DSADD Computer 

   DSADD Contact  

   DSADD Group 

   DSADD OU 

   DSADD User 

   DSADD Quota 
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ACTIVE DIRECTORY GROUPS 

 -SECURITY GROUPS 

 -DISTRIBUTION GROUPS 

GROUP SCOPES 
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WHAT ARE GROUP POLICIES 

LSDOU 

GROUP POLICY EXCEPTIONS 

 -BLOCK INHERITANCE 

 -ENFORCED 

 -SECURITY FLTERING 



LDAP 

  COMMUNICATING WITH THE ACTIVE DIRECTORY 

What is LDAP 

• Active Directory is a database based system that provides authentication, 

directory, policy, and other services in a Windows environment. 

• LDAP (Lightweight Directory Access Protocol) is an application protocol for 

querying and modifying items in directory service providers like Active 

Directory, which supports a form of LDAP. 

 

• Short answer: AD is a directory services database, and LDAP is one of the 

protocols you can use to talk to it. 



Components of LDAP directory for a small enterprise 

 

LDAP – COMMUNICATING WITH ACTIVE DIRECTORY  
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Data tree with dn, objectClass, cn, and sn attributes 
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In order to communicate with Active Directory one must take into account network security, 

business rules, and technological constraints. If you're using Active Directory code from an 
ASP.NET page you must ensure that the code has the appropriate level of permission to access 
and interact with the directory. 

 
friendlyDomainName: the non qualified domain name (contoso - NOT contoso.com)  

ldapDomain: the fully qualified domain such as contoso.com or dc=contoso,dc=com  
objectPath: the fully qualified path to the object: CN=user, OU=USERS, DC=contoso, 
DC=com(same as objectDn)  

objectDn: the distinguishedName of the object: CN=group, OU=GROUPS, DC=contoso, 
DC=com  

userDn: the distinguishedName of the user: CN=user, OU=USERS, DC=contoso, DC=com  
groupDn: the distinguishedName of the group: CN=group,OU=GROUPS,DC=contoso,DC=com 
 

 

Using System.DirectoryServices; 

Using System.DirectoryServices.ActiveDirectory; 

Using System.DirectoryServices.DirectoryEntry; 
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Using System.DirectoryServices; 

Using System.DirectoryServices.ActiveDirectory; 
Using System.DirectoryServices.DirectoryEntry; 
 

DirectoryEntry child = new DirectoryEntry("LDAP://" + server + "/" + objectDn, userName, password); 
 

public static string FriendlyDomainToLdapDomain(string friendlyDomainName) 
{ 
    string ldapPath = null; 

    try 
    { 

        DirectoryContext objContext = new DirectoryContext( 
            DirectoryContextType.Domain, friendlyDomainName); 
        Domain objDomain = Domain.GetDomain(objContext); 

        ldapPath = objDomain.Name; 
    } 

    catch (DirectoryServicesCOMException e) 
    { 
        ldapPath = e.Message.ToString(); 

    } 
    return ldapPath; 

} 
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-------------------------------------------------------------- 

Enumerate Domain Controllers in a Domain 
-------------------------------------------------------------- 
public static ArrayList EnumerateDomainControllers() 

{ 
    ArrayList alDcs = new ArrayList(); 

    Domain domain = Domain.GetCurrentDomain(); 
    foreach (DomainController dc in domain.DomainControllers) 
    { 

        alDcs.Add(dc.Name); 
    } 

    return alDcs; 
} 
--------------------------------------------------- 

Create a Trust Relationship 
--------------------------------------------------- 

public void CreateTrust(string sourceForestName, string targetForestName) 
{ 
Forest sourceForest = Forest.GetForest(new DirectoryContext( 

        DirectoryContextType.Forest, sourceForestName)); 
Forest targetForest = Forest.GetForest(new DirectoryContext( 

        DirectoryContextType.Forest, targetForestName)); 
sourceForest.CreateTrustRelationship(targetForest, 
        TrustDirection.Outbound); 

} 
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The parameter OuDn is the Organizational Unit distinguishedName such as OU=Users,dc=myDomain,dc=com 

 

public ArrayList EnumerateOU(string OuDn) 

{ 

ArrayList alObjects = new ArrayList(); 

    try 

    { 

DirectoryEntry directoryObject = new DirectoryEntry("LDAP://" + OuDn); 

foreach (DirectoryEntry child in directoryObject.Children) 

        { 

 string childPath = child.Path.ToString(); 

            alObjects.Add(childPath.Remove(0,7));  

//remove the LDAP prefix from the path 

 

            child.Close(); 

            child.Dispose(); 

        } 

        directoryObject.Close(); 

        directoryObject.Dispose(); 

    } 

    catch (DirectoryServicesCOMException e) 

    { 

        Console.WriteLine("An Error Occurred: " + e.Message.ToString()); 

    } 

    return alObjects; 

} 




